- N =R X
(%) SBIR#STTR

Executive Order (EO) on Improving the Nation’s Cybersecurity

The Executive Order (EO) on Improving the Nation’s Cybersecurity was signed in May and is now in the process of being
implemented. The EO is broad ranging in scope, focusing on key areas of vulnerability, including:

Removing barriers to threat information sharing between government and the private sector
Modernizing and implementing stronger cybersecurity standards in the federal government
Improving software supply chain security

Establishing a cybersecurity safety review board

Creating a standard playbook for responding to cyber incidents

Improving detection of cybersecurity incidents on federal government networks

Improving investigative and remediation capabilities

The principal aim of the EO is to enhance the cybersecurity of government departments and supply chains. However, expect this to
have a trickle-down impact on all types of businesses within the private sector, both big and small.

Therefore, small businesses should make themselves aware of the requirements of the EO and determine if they are required to
make any changes to remain in compliance, specifically with regards to their vendor relationships.
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https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/

Executive Order Key Points 
Remove Barriers to Threat Information Sharing Between Government and the Private Sector
The EO ensures that IT Service Providers are able to share information with the government and requires them to share certain breach information.
Modernize and Implement Stronger Cybersecurity Standards in the Federal Government
The EO helps move the Federal Government to secure cloud services and a zero-trust architecture, and mandates deployment of multifactor authentication and encryption within a specific time period.
 Improve Software Supply Chain Security
The EO will improve the security of software by establishing baseline security standards for development of software sold to the government, including requiring developers to maintain greater visibility into their software and making security data publicly available.
It also creates a pilot program to create an “energy star” type of label so the government – and the public at large – can quickly determine whether software was developed securely.
Establish a Cyber Safety Review Board
The EO establishes a Cyber Safety Review Board, co-chaired by government and private sector leads, with the authority to convene following a significant cyber incident to analyze what happened and make concrete recommendations for improving cybersecurity. This board is modeled after the National Transportation Safety Board, which is used after airplane accidents and other incidents.
Create Standardized Playbook for Responding to Cybersecurity Vulnerabilities and Incidents  
The EO creates a standardized playbook and set of definitions for cyber vulnerability incident response by federal departments and agencies. The playbook will ensure all federal agencies meet a certain threshold and are prepared to take uniform steps to identify and mitigate a threat and serve as a template for the private sector to use in coordinating response efforts.
Improve Detection of Cybersecurity Incidents on Federal Government Networks.
The EO improves the ability to detect malicious cyber activity on federal networks by enabling a government-wide endpoint detection and response (EDR) system and improved information sharing within the Federal Government.
 Improve Investigative and Remediation Capabilities
The EO creates cybersecurity event log requirements for federal departments and agencies to improve an organization’s ability to detect intrusions, mitigate those in progress, and determine the extent of an incident after the fact.
https://www.cisa.gov/executive-order-improving-nations-cybersecurity 
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* CUI Flow
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Confidentiality

* confidentiality

e [44 U.S.C,, Sec. 3542] Preserving authorized restrictions on information access and
disclosure, including means for protecting personal privacy and proprietary information.

ne team, one voice delivering global acquisition insight.



Encryption Basics

* Data Encryption
* Data At Rest
* Data In Use
* Data In Transit

* FIPS
* VPN/IPsec

* Encryption Keys
PKI/Certificates




Data at rest
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* Data at rest: By this term we mean data that is not being accessed and is stored on a
physical or logical medium. Examples may be files stored on file servers, records in
databases, documents on flash drives, hard disks etc.

* Types
* Full disk encryption or device — Endpoint, Servers, Storage arrays, Mobile Device Management (MDM)

* File-level encryption — Manual, Digital Right Management
* Database Encryption — Whole database, tables, fields

* Media — USB Drives, DVDs
* Container - MDM

* CUI Flow
* Defines where will it be stored
* Cloud Considerations
* Cloud Service provider (CSP) / Managed Service Provider (MSP) controlled
* Customer Controlled
 Utilizing physical security is an alternative in some scenarios.
* Data centers
* Backups
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In this area we find different data protection technologies. For example:
Full disk encryption or device: Hard disk encryption allows that if the laptop or computer is lost for example, the data contained in it cannot be accessed by simply mounting the hard disk or device in another machine. It has the advantage of being “transparent” to the user in that if the user has logged in correctly, he or she can access the documents in the same way as he or she would on a non-encrypted computer. However, if the computer or the file server is accessible by the administrator, nothing prevents a dishonest user from accessing the data, copying it, resending it, etc. The data is protected while residing on the device or hard disk, but is no longer protected once it is extracted from the device (copied to another device, resent, etc.).
File-level encryption: No partition or hard disk is encrypted, only individual files. Public-key or symmetric encryption allows you to encrypt files, for example. Files are not only encrypted when they are stored on the disk, but can also be protected in transit, when they are sent for example as attachments in an email. In this case, transparent access by a user is lost, as well as transparent protection of the user. That is, with PGP, for example, it is necessary to have the public key of the person with whom I want to share the protected file, and on the other hand, she must have my public key in order to be able to decrypt it. On the other hand, once the document has been decrypted by the recipient, it can be stored unprotected, resent unprotected, etc.
Database Encryption: Database systems such as SQL Server or Oracle use TDE – Transparent Data Encryption to protect data stored in databases. TDE technologies perform encryption and decryption operations on data and log files in real time. This allows application developers for example to work with encrypted data using AES or 3DES for example without needing to modify existing applications. This type of encryption protects data at rest in the database, but not when the data has already been accessed by the corresponding application and can be extracted.
Protection through Digital Rights Management (IRM): Data Rights Management technologies  allow the encryption of documentation by applying persistent protection to it. The documentation at rest is encrypted and is only accessible to users who have access rights to it. Unlike encryption at file level, the receiving user can access it to read and even modify it, but cannot completely decrypt the file (unless he or she has been assigned Full Control permissions on the file).
MDM (Mobile Device Management): One way to control data in mobile devices is through MDM tools. They allow limiting access to certain corporate applications, blocking access to the device or encrypting data on the mobile or tablet. As with standard encryption, they are useful in the event that a device is lost, but when the data is sent to the outside of the device, it leaves unencrypted.
The data can be stored in different media and equipment: Important documentation is not only found in the file servers, or document managers, but there may also be copies on the users’ PCs, USB devices, etc.
Scattered on mobile devices: Mobile phones and tablets are one more work tool that may contain important documentation at rest that must be protected. It must be taken into account that in many cases where sensitive data is managed, the mobile devices in which it is found are not corporate but personal and out of the control of IT departments.
Inability to control cloud storage: Many storage providers offer encryption and protection of the data they manage at rest. However, the encryption keys are owned by the storage provider and not by the companies that hire them, so control of the documentation stored in these clouds is lost.
Need to comply with different data protection regulations: Depending on the vertical in which our company operates, it may be subject to stringent data regulations regarding the protection and control over data. For example, patient data in the healthcare sector or customer data in the financial sector is protected by regulations such as EU-GDPR, HIPAA, PCI, etc. depending on the territory. These regulations impose protection policies on data at rest, regardless of whether it is stored in a database, on a file server or on mobile devices.
Data at Rest Encryption
Section 3.d of the Executive Order requires the implementation of encryption for data at rest. Data at rest encryption with privileged user access controls significantly improves security posture and not only protects data at rest, but also encrypted workloads in the cloud. Role-based access policies enable a zero trust architecture by controlling who, what, where, when and how data can be accessed. Granular access controls enable administrative users to perform their duties while restricting access to encrypted data


e Data In Use
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* Data in Use: When it is opened by one or more applications for its treatment or and
consumed or accessed by users.
* Where

* Endpoints - entering, processing
* Servers —receiving, processing
* IPS/IDS — break and inspect

 CUIl Flow

* Defines where it can be processed

 Utilizing physical security is an alternative in some scenarios
* Workspace
* Datacenter
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To protect the data in use, controls should normally be put in place “before” accessing the content. For example, through:
Identity management tools: To check that the user trying to access the data is who he says he is and there has been no identity theft. In these cases it is increasingly important to protect access to the data through a two-factor authentication.
Conditional Access or Role Based Access Control (RBAC) tools: Allow access to data based on the user’s role or other parameters such as IP, location, etc.
However, in these cases, we are protecting the data by limiting more precisely who can and cannot access it, but once the database or a document has been accessed we cannot prevent the person from doing what they want with the data.
Through digital rights protection or IRM: we can obtain effective protection in the use of the data as we can limit what actions the user can take once they have accessed the data. For example, we may prevent you from editing, printing, etc. There are Cloud collaboration platforms or document managers that allow you to set digital rights controls such as only viewing, preventing, downloading, etc. However, if we have downloaded the document, it is completely unprotected.
With an IRM protection applied directly on the file (not on the document manager or collaboration platform itself) we can apply a protection that travels with the documents and limits the opening permissions wherever it goes. Whether the data is in the cloud or has been downloaded, I can get a user to see it, but not completely unprotect it, print it, etc.

Challenges of Protecting Data in Use
 Most of the tools that control access to data do so before allowing access, but once validated, as we said above, it is more complex to control what can be done with the data.
Even if we are limiting permissions on the documentation, if it is being shown to the user in the application, in a viewer, he can always take a picture, for example, although we can mitigate this action through dynamic watermarks on the open document.
Collaboration platforms that limit rights such as prohibiting downloading or only letting the document be seen, can be efficient when we only need to access the document, but have limitations if we need to modify the document for example with an agile tool on the desktop. In addition, we must not forget that the cloud platform itself has the document decrypted at the time of access and stored in their systems so it is technically possible to access the content of it. This can be a problem when we are talking about confidential data or subject to strict data protection regulations.
Without going into questions of protection of data in use through encryption of data in memory while the application has it open to avoid dumping it, the protection of digital rights or IRM is the most efficient data in use protection because it combines encryption + permission management + identity control.��Data In Motion is defined as it is in preparation of transmission, moving around or place to pace on or within the server itself but not transiting off of the server, or sometimes between servers when the connection between servers is a direct private connection such as data moving from server to SAN/NAS, not over a traditional LAN.

If you think this is  not supported by regulation, standard or even best practice, think again. This distinction is most clearly seen in the difference between NIST 800-53R4 statements SC-8(2) and SC-8(1),(3) and (4). -8(1), (3) and (4) is clearly speaking of “in transit” and thus the use of “Crypto Mechanisms” that must be applied when in transit where in -8(2) it speaks of “in preparation for transmission” (IE inside the server) and that statement is void of the terms / requirements for “Crypto Mechanisms.” See below statements from NIST, emphasis added:

(1) – The information system implements cryptographic mechanisms to [Selection(one or more): prevent unauthorized disclosure of information; detect changes to information] during transmission unless otherwise protected by[Assignment: organization-defined alternative physical safeguards].

(3) – The information system implements cryptographic mechanisms to protect message externals unless otherwise protected by [Assignment: organization-defined alternative physical safeguards].

(4) – The information system implements cryptographic mechanisms to conceal or randomize communication patterns unless otherwise protected by [Assignment:organization-defined alternative physical safeguards].


Data In Transit
1 DG IVILA N

NAGEVIENT AGENCY

* Data in Transit: Data that travels through an email, web, collaborative work applications
such as Slack or Microsoft Teams, instant messaging, or any type of private or public
communication channel. It’s information that is traveling from one point to another.

* Types
* Email
* Web Services / Cloud Services

* File servers
* Physical Media

 CUI Flow
* Defines how the CUI is received, where it us used, and how it is sent
 Utilizing physical security is an alternative in some scenarios.

* Local networks
* Physical Media

One team, one voice delivering global acquisition insight.
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Among the different technologies to protect data in transit are the following:
Email encryption: Provides end-to-end protection for message bodies and attachments There are a wide variety of tools for encrypting email. One of them is based on PKI (Public Key Infrastructure), a combination of a private key (known only to you) and a public key (known to those to whom you want to send the protected message). The email and attachments are protected using the recipients’ public key, and on receipt, the recipient uses his or her private key to decrypt the content. Once the email or attachment has been decrypted, control over it is lost and it can be forwarded, copied, etc.
Managed File Transfer (MFT): This is a secure alternative to transferring files via FTP for example. The file is uploaded to a platform and a link is generated to download it. This link is sent by email or other means to the recipient who makes the download via HTTPS. It is possible to set expiration dates for the link, password to access it, etc. As it happens with the e-mail encryption, once the file has been downloaded, it is unprotected and you can do whatever you want with it.
DLP (Data Leak Prevention): DLP technologies provide in-transit or in-motion protection in that they are able to detect whether an attempt is being made to send confidential data outside the organization (e.g., credit card numbers) and block the sending of such data. They also allow for blocking copies of data to a USB drive, sending to network drives, uploading to web or cloud applications, etc. The problem they pose is that if the data has been sent it can no longer be controlled. Additionally, they can be prone to false positives and block valid submissions that should be allowed to pass through.
CASB (Cloud Access Security Brokers): With regard to data in transit, they can detect if a user tries to download sensitive data, and if he does not comply with certain security policy (e.g. is not a reliable user for this type of data) they can block the download. As with DLP, if the data has been downloaded, control over it is lost. They apply security to a finite number of cloud applications, usually the most well known.

Challenges of Data Protection in Transit
 There are an infinite number of means and channels of communication: These tools are normally in protecting a certain channel such as email, web downloads, etc. but it is complicated to reach any protocol and means of communication.
Infinity of Cloud applications to protect: If we are talking about a CASB-type approach to secure the data that is downloaded from the cloud, it is very difficult to reach any application. Options are usually available for the most popular cloud applications such as O365, G-Suite, Salesforce, Box, etc.
Impossibility to maintain control at the receiving end: In the case of email or MFT encryption, once the recipient has received the file and has it decrypted for him, control is lost. They offer point-to-point protection, but no further, with the exception of digital rights protection.
Difficulty determining what should be protected and what should not: PIt is difficult for a DLP or CASB system to determine what should be blocked or not. Certain rules can be set, but they can result in false positives that block the output of data when necessary. Sometimes, a “protect all” approach (with exceptions) is the best policy, for example, in the case of email encryption because if someone compromises an email box we are sure they will access encrypted data, but this is not always possible depending on the type of organization
Data in Transit Encryption
Protecting network transmitted data against cyber-attacks and data breaches is imperative as stated in Section 3.d of the executive order. High-assurance network encryption features secure, dedicated encryption devices that protect data in transit. In order to be truly high assurance, these devices must use embedded, zero-touch encryption key management; provide end-to-end, authenticated encryption and use standards-based algorithms.


= What is FIPS 140-2

» The Federal Information Processing Standard 140-2 (FIPS 140-2) is a U.S. and
Canadian co-sponsored security standard for hardware, software, and firmware
solutions.

* Cryptographic Module Validation Program | CSRC (nist.gov)

* Know the difference
* Validated
e Approved
 Compliant

* Plan for the Future
 March 22, 2019 - FIPS 140-3 Approved
* September 22, 2026 - All FIPS 140-2 certificates are placed on the Historical List
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https://www.corsec.com/fips-140-2/
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/validated-modules/Search

= VPN/Ipsec/HTTPS

* In Transit
* Types

* IPSEC is a group of protocols that are used together to set up encrypted connections between devices
* VPN A virtual private network (VPN) is an encrypted connection between two or more computers,

* Hypertext Transfer Protocol Secure (HTTPS)The communication protocol is encrypted using Transport Layer

Security (TLS)
* SFTP - SSH File Transfer Protocol is a secure file transfer protocol. It runs over the SSH protocol

 CUI Flow

* Defines how data comes in and goes out of an environment and when a VPN / IPSEC / HTTPS would be used
for protection.

One team, one voice delivering global acquisition insight.
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What is IPsec?
IPsec is a group of protocols that are used together to set up encrypted connections between devices. It helps keep data sent over public networks secure. IPsec is often used to set up VPNs, and it works by encrypting IP packets, along with authenticating the source where the packets come from.
Within the term "IPsec," "IP" stands for "Internet Protocol" and "sec" for "secure." The Internet Protocol is the main routing protocol used on the Internet; it designates where data will go using IP addresses. IPsec is secure because it adds encryption* and authentication to this process.
*Encryption is the process of concealing information by mathematically altering data so that it appears random. In simpler terms, encryption is the use of a "secret code" that only authorized parties can interpret.
What is a VPN? What is an IPsec VPN?
A virtual private network (VPN) is an encrypted connection between two or more computers. VPN connections take place over public networks, but the data exchanged over the VPN is still private because it is encrypted.
VPNs make it possible to securely access and exchange confidential data over shared network infrastructure, such as the public Internet. For instance, when employees are working remotely instead of in the office, they often use VPNs to access corporate files and applications.
Many VPNs use the IPsec protocol suite to establish and run these encrypted connections. However, not all VPNs use IPsec. Another protocol for VPNs is SSL/TLS, which operates at a different layer in the OSI model than IPsec. (The OSI model is an abstract representation of the processes that make the Internet work.)


https://en.wikipedia.org/wiki/Transport_Layer_Security

= Public Key Infrastructure (PKI)/Certificates

* In Transit / At Rest

* Types
* Email — Used to protect (Encrypt) data “In Transit”
e Multi-Factor Authentication — Used to provide access control for “In Use”
* Endpoint Authentication — Used to provide access for devices “In Use”
* Endpoint / Device Encryption — Used to Encrypt “At Rest”
* VPN / IPSEC / HTTPS — Used to Encrypt “In Transit”
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PKI security first emerged in the 1990s to help govern encryption keys through the issuance and management of digital certificates. These PKI certificates verify the owner of a private key and the authenticity of that relationship going forward to help maintain security. The certificates are akin to a driver’s license or passport for the digital world. 
Common examples of PKI security today are SSL certificates on websites so that site visitors know they’re sending information to the intended recipient, digital signatures, and authentication for Internet of Things devices.
How the Certificate Creation Process Works
The certificate creation process relies heavily on asymmetric encryption and works as follows: 
A private key is created and the corresponding public key gets computed 
The CA requests any identifying attributes of the private key owner and vets that information 
The public key and identifying attributes get encoded into a Certificate Signing Request (CSR) 
The CSR is signed by the key owner to prove possession of that private key 
The issuing CA validates the request and signs the certificate with the CA’s own private key 
Today, every device and system that goes online  (e.g. phones, laptops, servers, operating systems) needs to interact with certificates. This widespread interaction with certificates has led to the concept of a trusted root certificate within devices and operating systems. 
For example, all Microsoft computers have a trusted root store. Any certificate that can be traced back to that trusted root store will be automatically trusted by the computer. Each device and operating system comes with a pre-set trusted root store, but machine owners can set rules to trust additional certificates or to not trust certificates that were pre-set as trusted. 
How Public Key Cryptography Works
The public key is comprised of a string of random numbers and can be used to encrypt a message, which only the intended recipient can decipher and read by using the associated private key, which is also made of a long string of random numbers. This private key is a secret key, and must remain known only to the recipient. The key pair is mathematically related so that whatever is encrypted with a public or private key can only be decrypted by its corresponding counterpart.
How a Public Key works
What is a public key? The public key is published for all the world to see. Public keys are created using a complex asymmetric algorithm to pair them with an associated private key.  
These algorithms use various computation methods to generate random numeric combinations of varying length so that they cannot be exploited with a brute force attack. The key size or bit length of public keys determines the strength of protection. For example, 2048-bit RSA keys are often employed in SSL certificates, digital signatures, and other digital certificates. This key length offers sufficient cryptographic security to keep hackers from cracking the algorithm. Standards organizations like the CA/Browser Forum define baseline requirements for supported key sizes.
How the Private Key Works
What is a private key? Unlike the publicly accessible public key, the private key is a secret key known only by its owner, with the private key and public key paired such that the recipient can use the corresponding key to decrypt the cipher text and read the original message. Private keys are generated using the same algorithms that create public keys to create strong keys that are bonded mathematically.



DIBCAC Assessment Lessons Learned — Where to start
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* This is the most important step
What CUI is used

How does it come in (In Transit)
How is it processed (In Use)

How is it stored (At Rest)

How does it go out (In Transit)

* 3.1.3 - Control the flow of CUl in accordance with approved authorizations.
e 3.1.3[a] information flow control policies are defined.
» 3.1.3[b] methods and enforcement mechanisms for controlling the flow of CUI are defined.

» 3.1.3[c] designated sources and destinations (e.g., networks, individuals, and devices) for
CUI within the system and between interconnected systems are identified.

» 3.1.3[d] authorizations for controlling the flow of CUI are defined.
e 3.1.3[e] approved authorizations for controlling the flow of CUI are enforced




CUl Flow

* Does your CUI Flow take into account Cybersecurity Capabilities?
* Break and Inspect network packet capabilities
* Cloud based detonation sandbox's
* Anti Malware file submissions
* Incident Response providers taking forensic copies

* Does your CUI Flow account for printing
* Print Servers
* Printer Local Print Job Stores
 Communication Protocols

ne team, one voice delivering global acquisition insight.



Access Control 3.1.13

In Transit

3.1.13 - Employ cryptographic mechanisms to protect the confidentiality of remote access
sessions.

* 3.1.13[a] cryptographic mechanisms to protect the confidentiality of remote access sessions are identified.
* 3.1.13[b] cryptographic mechanisms to protect the confidentiality of remote access sessions are implemented.

e Common Technologies
« HTTPS (TLS)
* Encrypted RDP
* VPN / IPSEC
* SSH

 Does it need to be FIPS?

e Depends on your CUI Flow

FAQ
* Q72,Q73

One team, one voice delivering global acquisition insight.



Access Control 3.1.17

* In Transit

* 3.1.17 - Protect wireless access using authentication and encryption.

« 3.1.17[a] wireless access to the system is protected using authentication.
« 3.1.17[b]  wireless access to the system is protected using encryption.

« Common Technologies

* Wi-Fi Protected Access Il (WPA2) (pre-shared key (PSK) , PKI)
* Wi-Fi Protected Access 3 (WPA3) (Simultaneous Authentication of Equals (SAE), PKIl)

 Does it need to be FIPS?

e Depends on your CUI Flow

* FAQ
* Q72,Q73

ne team, one voice delivering global acquisition insight.


https://en.wikipedia.org/wiki/Pre-shared_key
https://en.wikipedia.org/wiki/Simultaneous_Authentication_of_Equals

Access Control 3.1.19

In Transit / At Rest / In Use
3.1.19 - Encrypt CUl on mobile devices and mobile computing platforms.

. 30.I1.19[;\] J mobile devices and mobile computing platforms that process, store, or transmit CUI are
identified.

. 3./1.1]?[b] encryption is employed to protect CUI on identified mobile devices and mobile computing
platforms.

« Common Technologies
* PKI
* Device or Container Encryption
* MDM

Does it need to be FIPS?
* Yes CUl is involved

FAQ
* Q72

One team, one voice delivering global acquisition insight.



|dentification and Authentication 3.5.10
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* In Transit / At Rest
e 3.5.10 - Store and transmit only cryptographically-protected passwords.

« 3.5.10[a]  passwords are cryptographically protected in storage.
« 3.5.10[b]  passwords are cryptographically protected in transit.

e Common Technologies
* Kerberos / IPSEC
* Password Vaults
* PKI
* Password protected file

 Does it need to be FIPS?

* No, the passwords are not CUI

* FAQ
* Q88

One team, one voice delivering global acquisition insight.



Media Protection 3.8.6

* In Transit / At Rest

* 3.8.6 - Implement cryptographic mechanisms to protect the confidentiality of
CUI stored on digital media during transport unless otherwise protected by
alternative physical safeguards.

« Common Technologies

* Encrypted Media
* USB / DVD

* Physical Controls




System and Communications Protection 3.13.4

* In Use

e 3.13.4 - Prevent unauthorized and unintended information transfer via shared
system resources.

* Common Technologies
* Encryption during processing
* Encrypted tables

 Does it need to be FIPS?
* Depends on your CUI Flow

* Cloud Concerns
* What are the shared system resources?




System and Communications Protection 3.13.8
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¢ In Transit

* 3.13.8- Implement cryptographic mechanisms to prevent unauthorized disclosure of CUI during transmission unless otherwise protected by
alternative physical sateguards.

* 3.13.8[a] cryptographic mechanisms intended to prevent unauthorized disclosure of CUI are identified.

* 3.13.8[b] alternative physical safequards intended to prevent unauthorized disclosure of CUI are identified.

* 3.13.8]c] either cryptographic mechanisms or alternative physical safeguards are implemented to prevent unauthorized disclosure of CUI during transmission.
*  CUI Flow

* Defines what transportation technologies will have to be FIPS Validates

«  Common Technologies
« HTTPS (TLS)
« PKI
* Physical Controls

¢ Does it need to be FIPS?
* Yes CUIl is involved

* FAQ
* Q72,Q101, Q102

One team, one voice delivering global acquisition insight.



System and Communications Protection 3.13.10

* In Transit

* 3.13.10 - Establish and manage cryptographic keys for cryptography employed in
organizational systems.

« 3.13.10[a] cryptographic keys are established whenever cryptography is employed.
« 3.13.10[b] cryptographic keys are managed whenever cryptography is employed.

* Common Technologies

* Endpoint / Device Encryption Managers
* PKI (Server HTTPS, MFA, Device Auth)

* Commercial Certificate Providers

* DRM

* Cloud Concerns
* Managing Keys for cloud Instance

ne team, one voice delivering global acquisition insight.



System and Communications Protection 3.13.11
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In Transit / At Rest
* 3.13.11 - Employ FIPS-validated cryptography when used to protect the confidentiality of CUI.

* Cryptographic Module Validation Program | CSRC (nist.gov)

e CUI Flow
* Defines what will have to be FIPS Validates

e Common Technologies
* Endpoint / Device Encryption
* PKI (Server HTTPS, MFA, Device Auth)
* File Encryption (DRM, Manual)
* Removable Media

* Know the difference
* Validated
* Approved
* Compliant

* FAQ
* Q72

One team, one voice delivering global acquisition insight.


https://csrc.nist.gov/Projects/cryptographic-module-validation-program/validated-modules/Search

System and Communications Protection 3.13.16

* At Rest
e 3.13.16 - Protect the confidentiality of CUI at rest.

 CUI Flow

e Defines what will have to be FIPS Validates

* Common Technologies
* Endpoint / Device Encryption
* File Encryption (DRM, Manual)
* Removable Media
* Backup Media
* Physical Protections




UNCLASSIFIED

Questions

UNCLASSIFIED
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SUPPLEMENTAL

One team, one voice delivering global acqu



= DFARS FAQs
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DoD Procurement Toolbox Cybersecurity FAQS

* Q7: Our Company has outsourced its IT support and systems to a third-party contractor. Are we still responsible for complying with
DFARS clause 252.204-7012 and implementing NIST SP 800-171?"

e A7: Outsourcing your IT to another company does not transfer your DFARS clause 252.204-7012 responsibilities or implementation of NIST SP 800-171
requirements. Your company is responsible and accountable for meeting the contractual obligations with the Government as per the contract. The key
to successfully demonstrating compliance with DFARS clause 252.204-7012 and NIST SP 800-171 is having a well written contract with the third-party
that describes your requirements, and includes deliverables that meet or exceed requirements to protect DoD CUI. If your IT service support is deemed
to be less than or non-compliant with the contract, the company contracting with DoD is ultimately responsible.

e Q72: Security Requirements 3.1.13, 3.1.17, 3.1.19, 3.13.8, and 3.13.11 — Do all of the 171 security requirements for cryptography
have to be FIPS validated, and if so, what does that mean? If the algorithm is FIPS approved, is that sufficient?

* A72:Yes, all the NIST SP 800-171 requirements for cryptography used to protect the confidentiality of CUI (or in this case covered defense information)
must use FIPS-validated cryptography, which means the cryptographic module has to have been tested and validated to meet FIPS 140-1 or-2
requirements. Simply using an approved algorithm (e.g., FIPS 197 for AES) is not sufficient — the module (software and/or hardware) used to implement
the algorithm must be separately validated under FIPS 140. When an application or device allows a choice (by selecting FIPS-mode or not), then the
FIPS-mode has been validated under FIPS 140-2, but the other options (non-FIPS) allow certain operations that would not meet the FIPS requirements.
More information is available at http://csrc.nist.gov/groups/STM/cmvp/ and http://csrc.nist.gov/groups/STM/cmvp/validation.html. When NIST SP
800-171 requires cryptography, it is to protect the confidentiality of CUI (or in this case covered defense information). Accordingly, FIPS-validated
cryptography is required to protect CUI, typically when transmitted or stored outside the protected environment of the covered contractor information
system (including wireless/remote access) if not separately protected (e.g., by a protected distribution system). FIPS validated cryptography is required
whenever the encryption is required to protect covered defense information in accordance with NIST SP 800-171 or by another contract provision.
Encryption used for other purposes, such as within applications or devices within the protected environment of the covered contractor information
system, would not need to be FIPS-validated. Note that any separate contract requirement (not currently in NIST SP 800-171) to encrypt data at rest
(e.g., PIl) within the information system would require use of FIPS validated cryptography.
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* Q59: How will the DoD account for the fact that compliance with NIST SP 800-171 is an iterative and ongoing process? The DFARS clause imposing NIST SP 800-171 requires that the entire system be in 100%
compliance all the time, a condition that in practice (in industry or Government) is almost never the case.
For example:
- It is not possible to apply session lock or termination (Requirements 3.1.10/11) to certain computers (e.g., in a production line or medical life-support machines).

- Applying a necessary security patch can “invalidate” FIPS validated encryption (Requirement 3.13.11) since the encryption module “with the patch” has not been validated by NIST.

- Segments of an information system may be incapable of meeting certain requirements, such as correcting flaws/patching vulnerabilities (Requirement 3.14.1) without disrupting
production/operations that may be critical to the customer.

- How should a contractor deal with situations such as these?

*  A59: The requirement at DFARS clause 252.204-7012 (b)(2)(i) to implement, at a minimum, the security requirements in NIST SP 800-171, is not intended to imply that there will not be situations where elements of the NIST SP
800-171 requirements cannot practically be applied, or when events result in short- or long-term issues that have to be addressed by assessing risk and applying mitigations. The rule allows a contractor to identify situations in
which a required control might not be necessary or an alternative but equally effective control can be used, and the DoD CIO will determine whether the identified variance is permitted, in accordance with DFARS provision
252.204-7008(c)(2)(i) and (ii) and DFARS clause 252.204-7012(b)(2)(ii).

In addition, the dynamic nature of cybersecurity threats and vulnerabilities is recognized within the NIST SP 800-171. The contractor should address situations such as those listed above in accordance with the NIST SP 800-171
security requirements that follow:

- 3.11.1, Risk Assessment: Requires the contractor to periodically assess the risk associated with operating information systems processing CUI;

-3.12.1, Security Assessment: Requires the contractor to periodically assess the effectiveness of organizational information systems security controls;

- 3.12.2, Security Assessment: Requires the contractor to “develop and implement plans of action designed to correct deficiencies and reduce or eliminate vulnerabilities in organizational information systems;”
- 3.12.3, Security Assessment: Monitor security controls in an ongoing basis to ensure the continued effectiveness of the controls;” and

- 3.12.4, System security plan: Requires the contractor to “develop, document, and periodically update system security plans that describe system boundaries, system environments of operation, how security
requirements are implemented, and the relationships with or connections to other systems.”

The contractor should address issues, security requirement implementations in progress, special circumstances/enduring exceptions, and any individual, isolated or temporary deficiencies through “plans of action” (as
described in security requirement 3.12.2) and in the system security plan (as described in security requirement 3.12.4). As provided at 252.204-7012 (b)(3), a system security plan may be used to describe how the system
security protections are implemented, any exceptions to the requirements to accommodate special circumstances (e.g., medical devices), any individual, isolated or temporary deficiencies based on an assessed risk or
vulnerability per NIST SP 800-171 security requirements 3.11.1, 3.12.1, and 3.12.3, and plans of action as provided by security requirement 3.12.2, to correct deficiencies and reduce or eliminate vulnerabilities identified
through the assessment process. Elements of the security plan may be included with the contractor’s technical proposal (and may subsequently be incorporated as part of the contract). These also may inform a
discussion of risk between the contractor and requiring activity/program office.
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* Q88: Security Requirement 3.5.10 — Store and transmit only encrypted representations of passwords (in Revision 1, “encrypted
representations of passwords” is changed to “cryptographically-protected password).” Is a HASH considered an “encrypted
representation” of a password or a cryptographically-protected password?

* A88: Yes, the Supplemental Guidance in NIST SP 800-53, Security and Privacy Controls for Federal Information Systems and Organizations, for the

related security control IA-5(1) notes that “Encrypted representations of passwords include, for example, encrypted versions of passwords and one-
way cryptographic hashes of passwords.” Best practice would add a unique “salt” to the password before hashing. This description applies to the use
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e Q101: Security Requirement 3.13.8 — When implementing the requirement to “Implement cryptographic mechanisms to prevent
unauthorized disclosure of CUI during transmission unless otherwise protected by alternative physical safeguards,” is encryption
required for a Multiprotocol Label Switching (MPLS) private network (thus an extension of a local network) but it is multi-tenant
protected by VLANs?

* A101: Encryption, though preferred, is not required if using common-carrier provided MPLS, as the MPLS separation provides sufficient protection
without encryption.

* Q102: Security Requirement 3.13.8 — Can Transport Layer Security (TLS) protocol be used to protect CUI during transmission over
the Internet?

* A102: Yes, TLS can be used. The current version of TLS (TLS 1.2) is preferred. If earlier versions must be used to interact with certain organizations,
the servers shall not support Secure Sockets Layer (SSL) version 3.0 or earlier. The cryptographic module used by the server and client must be a FIPS
140-validated cryptographic module. All cryptographic algorithms that are included in the configured cipher suites must be within the scope of the
validation, as well as the random number generator. For further information see NIST SP 800-52, Rev 1, Guidelines for the Selection, Configuration,
and Use of Transport Layer Security (TLS) Implementations, April 2014.

* Q103: Regarding security requirement 3.13.8— How is CUI to be protected when transmitted over Common Carrier
telecommunications lines/Plain Old Telephone Service (POTS)?

* A103: Common Carrier telecommunications circuits or Plain Old Telephone Service (POTS) would not normally be considered part of the information
system processing CUI. Data traversing Common Carrier systems should be separately encrypted per 3.13.8. Contracts with Common Carriers to
provide telecommunications services may include DFARS clause 252.204-7012, but should not be interpreted to imply the Common Carrier
telecommunications systems themselves have to meet the DFARS requirements. Data transmission of CUl transmitted over standard telephone dial-
up service (POTS) similarly should be separately encrypted as no protection is expected to be provided by the telephone system. Voice
communication of CUI over the telephone is not addressed by NIST SP 800-171 or by DFARS clause 252.204-7012.
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* Q105: Security Requirement 3.13.16 — Protect the Confidentiality of CUI at rest. Can CUI be stored at rest in any non-mobile device
or data center, unencrypted, as long as it is protected by other approved logical or physical methods?
* A105: Yes, the mapped NIST SP 800-53, Security and Privacy Controls for Federal Information Systems and Organizations, control (SC-8), notes that

this requirement is to protect the confidentiality of CUI information at rest when it is located on storage devices as specific components of
information systems and that “organizations may employ different mechanisms to achieve confidentiality protection, including the use of
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® NIST CUI Plan of Action Template
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® Supplier Performance Risk System (SPRS) (https://www.sprs.csd.disa.mil/)

® NIST SP 800-171A, Assessing Security Requirements for Controlled Unclassified Information
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171A.pdf

Distribution Statement A: Approved for public release. Distribution is unlimited. Case Number: AFRL-2021-2003, 25 Jun 2021.



https://www.acq.osd.mil/cmmc/
https://www.acq.osd.mil/dpap/pdi/cyber/docs/NIST%20SP%20800-171%20Assessment%20Methodology%20Version%201.2.1%20%206.24.2020.pdf
https://nvlpubs.nist.gov/nistpubs/hb/2017/NIST.HB.162.pdf
https://www.sprs.csd.disa.mil/pdf/NISTSP800-171QuickEntryGuide.pdf
https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-1/final/documents/CUI-SSP-Template-final.docx
https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-1/final/documents/CUI-Plan-of-Action-Template-final.docx
https://www.sprs.csd.disa.mil/
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171A.pdf

	Executive Order (EO) on Improving the Nation’s Cybersecurity
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Confidentiality
	Encryption Basics
	Data at rest
	Data in Use
	Data In Transit
	What is FIPS 140-2
	VPN/Ipsec/HTTPS
	Public Key Infrastructure (PKI)/Certificates
	DIBCAC Assessment Lessons Learned – Where to start
	CUI Flow
	Access Control 3.1.13
	Access Control 3.1.17
	Access Control 3.1.19
	Identification and Authentication 3.5.10
	Media Protection 3.8.6
	System and Communications Protection 3.13.4
	System and Communications Protection 3.13.8
	System and Communications Protection 3.13.10
	System and Communications Protection 3.13.11
	System and Communications Protection 3.13.16
	Slide Number 25
	Supplemental
	DFARS FAQs
	DFARS FAQs
	DFARS FAQs 3.5.10
	DFARS FAQs 3.13.8
	DFARS FAQs 3.13.16
	References

